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1. OO0mras xapakTepucThKa padoueil mporpaMMbl AUCITUTIITUHBI

1.1.

00pa3oBaTeabHON MPOrpaMMBbI

YuebOuasa

JUCHUITIINHA

«OI1.08

Kubepbe3onacHocTb

MecTo IUCHUILUIMHBI B CTPYKTYpPE OCHOBHOM

CETEBOU

UHQPACTPYKTYPhD) SBIISIETCS BAPUATUBHON 4YaCThIO 0OHIENPO(EeCcCHOHATBEHOTO
[UKJIa OCHOBHOW mpodecCHOHANbHOW 00pa30BaTeNbHOW MpOrpaMMbl B

COOTBCTCTBUU C

OI'OC mno crnenualbHOCTHA

10.02.05 OOecmieuenue

HH(l)OpMaHHOHHOﬁ 0e301acCHOCTH ABTOMATHU3HUPOBAHHBIX CHUCTCM.

1.2. llenp 1 naaHupyeMble Pe3yabTaThl OCBOEHUS TUCIUILINHBI:
B pamkax mporpammsl JUCHUIUIMHBI CTYJIEHTAMH OCBAaMBAIOTCSl YMEHUS U

3HaHUA
Kon VYmMmenus 3Hanusg
00X u
poQeCCUOHATBHBIX
KOMIIETCHIIUHI

OK. 01. -OmpeneNnsITh ~ KuOepaTaku ©W WX | -  OTJIMYHMTEIbHBIE  YEPTHI

OK. 02. IIPU3HAKH, IPOLECCHl M KOHTPMEPSHI | IPECTYITHUKOB B cdepe
OK. 03. nH(}OpPMAITMOHHOM 0€301MaCHOCTH; KrOepOEe30MacHOCTH U TEX, KTO
OK. 04. - 1O YHOpaBICHWIO O€30MaCHOCTHIO, | IM MPOTUBOCTOUT;

OK. 09. WCIIOJB30BAHUIO  CPEJICTB  KOHTPOJIS, | -3alllUTa BCEX KOMIIOHEHTOB
OK. 10 3alIUTHl M TEXHOJIOTUH MHMHHUMU3AIMH | CETeBOW MH(PPACTPYKTYPHI;
IIK. 1.1. TIOCJICICTBHIA, -3THYECKHE TpeboBaHwMs,
IIK. 1.2. -OIpENETATh CIOCOOBI 3aIUTHI | 3aKOHBI B obacTtu
[IK. 1.3. KOH(DHICHIIMAIIBHOCTA € TTOMOIIBIO | HH(POPMAITMOHHOM

IIK. 1.4. TEXHOJIOTHM, IPOAYKTOB U IPOLIEAYD. 0€30MaCHOCTM ¥ METOJbI
IK 2.1. pa3paboTKu TTOJIUTHK
IIK 2.2. 0€30I1aCHOCTH;

IIK 2.3. -QyHKIIMHA CIICIMAIIMCTOB TI0
[IK 2.6. kuOepOe3onacHoCTH u
IIK 3.2.

KapbePHbIE BO3MOKHOCTH.




2. CtpyKTypa u coaepKaHue AUCIUILTMHBI

2.1. O6beM MUCHIUIUTMHBI ¥ BUABI y4eOHOM pabOThI

Bun yuebHoM paboThI

O0BeM B gacax

O6beM 00pa3oBaTeNbHOM MPOrpaMMbl AUCIUTIITMHBI

114

OObem paboThI CTYIEHTOB BO B3aMMOJICHCTBHH C MPENOAaBaATEIEM 108
B TOM YHCIIE:

TEOPETHUECKOE 00yUeHne 48
MPAKTUYECKUE 3aAHATHUSA 48
nabopaTopHbIE PAOOTHI -
KOHTPOJIbHBIE pabOTHI -
camocTosTeNbHas padoTa 6
[TpomexxyTounas arrectamnus B GpopMe dK3aMeHa 12




2.2. Tematudeckuil 1jIaH U CoiepKaHNEe TUCIUTUIUHBI

Konrr
KOMIIETEHITHH,
(bopMHpOBaHUIO
Copep:xanue yueOGHOro MaTepuana u
HanmenoBanue O6beMm B KOTOPBIX
(dbopMBI OpraHu3alyy A TeIbHOCTH
pa3aesoB U TEM qacax CIOCOOCTBYET
CTYJICHTOB
3JIEMEHT
MPOrPaMMBbI
1 2 3 4
Tema 1.1 Coiepkanre yaeOHOr0 MaTepuraja 4
KonnenryanbpHbie 1.BBeivHME B TUCHUILIMHY. OK. 01 OK. 02.
OCHOBEI 2.KoHI1enTyaiabHbIE OCHOBBI OK. 03. OK. 04.
KH0ep0Oe30NnacHOCTH. | KuOepOe30macHOCTH. OK. 09.
3. CtpykTypa cTaHmapra mno OK. 10
KHOEpIIe30IacHOCTH. 4 IK. 1.1.
4.ba3oBbie MephI 10 KHOEPOE30MaCHOCTH. IK. 1.2.
5.HanmonanbHble CTaHAAPTHI B 00J1aCTH [IK. 1.3.
KHOEpIIe30MMacHOCTH. IK. 1.4.
K 2.1.
B TOM uncne npakTU4eCKUX 3aHATUN IK 2.2.
[K 2.3.
CamocTtosTenpHas paboTa CTYJCHTOB IIK 2.6.
- [IK 3.2.
Tema 1.2 Coneprxanue yueOHOTo MaTepuana 24
Kommsioreprrre 1.KomnsroTepHbie ceTH, THPOPMAITMOHHO- OK. 01 OK. 02.
CeTH,
AQHAJIUTUYECKUE CUCTEMBI U CUCTEMBI OK. 03. OK. 04.
MH(GOPMaMOHHO- OK. 09
AHATHTIOCKIE MO/IEJTUPOBAHUS B TEXHHUKE. . 09.
2.Mu¢popmarrionHast 6€301MacHOCTb. OK. 10
CHUCTEMBI U CCTEMBbI
@yHKIMOHAIbHASI 0€3011aCHOCTb. [K. 1.1.
MO/JICIIMPOBAHUS B
3.¥Ya3BUMOCTH, YIPO3bI U PUCKHU. IIK. 1.2.
TEXHUKE
4.Bpe1oHOCHOE MTPOrpaMMHOE K. 1.3.
o0ecrieueHue. K. 1.4.
5.BeKTOpbI ¥ MOBEPXHOCTH ATAKH. IK 2.1.
6.ITocnencTBust kubeparax. IIK 2.2.
7. Herexnuueckue crmocoobl 14 IIK 2.3.
KOMIIPOMETAIMH CUCTEM 0€30IacHOCTH. I1K 2.6.
8. CoumanbHass HH)XEHEPHSI. IIK 3.2.
9. UndopmanmonHas 6€301acHOCTb.
10.®yHK1IMOHATEHAS 0€301TaCHOCTb.
11.Ys13BUMOCTH, yTpO3BI U PUCKH.
12.BpenonocHoe nmporpaMMHOE
obecrnieveHue.
13.BeKTopbl ¥ MOBEPXHOCTH aTaKH.
14.ITocnencTBus KubeparTax.
B ToM uncre npakTU4eCKuX 3aHATUN 8

1.IlpakTudeckoe 3ansarue «Co3nanue
MOJIENTH JIOKAIbHOU CETHY




2.IIpaktuueckoe 3ansatue «3zydyenne 4

METOJI0B KOJAUPOBAHMSI CUTHAJIOB)

CamocrosiTenpHas paboTa CTy/IEHTOB 2

Odopmienne oTyeTa Mo BBHITTOJTHEHUIO 2

MPaKTUIECKON pabOThI
Tema 1.3 Copepxanue yueOHOTO MaTepHuaa 40 OK. 01 OK. 02.
KubeprnipoctpanctBo I TpoGmenr FSp——— 1 OK. 03. OK. 04.
1 OCHOBBI OK. 09.
KHGepGesonacHOCTE, uHppacTpykTypsl HTEpHETA (IPOTOKOJIBI OK. 10
BEKTODbI PHCKA. MapIIpyTHU3AIHHA CETH, CUCTEMA JIOMEHHBIX K. 1.1.

HMMEH, CpeACTBAa MapIIPyTU3AIIHH. K. 1.2.

2.IIpoBepka MOJTMHHOCTH K. 1.3

(ayrentudukanus) B urepuere. HK' 1' 4'

3.Mepbl 06€30MacHOCTH IS TIOJB30BATEIIS HK.2 1 ’

WiFi. Hactpoiika Ge3omacHocTH. K 2'2'

4.Hactpoiika KOMITbIOTEpa I O€301MacHOI K 2'3'

paboThI. K 2' 6'

5. OmmOKH MOJIb30BaTEIISL. K 3'2'

6.Mepbl  MyHOM  0€30MACHOCTU  NPHU o

CETEeBOM OOILEHUHU.

7.HacTpoiKH IPUBATHOCTH B COLIMATIBHBIX

CeTsIX

B ToM 4ucine  mpakTH4YeCKUX @ H 24

1a00paTOPHBIX 3aHATUI

1.JlTaboparopuass 3ansitue «llaponbHas 4

3aIuTa

2.JTaGopatopHoe 3aHSITHE 4

«APXUBUPOBAHUE C MAPOTIEM»

3.JIaboparopnoe 3ansatue «udp mpocroit 4

3aMeHbl, Tabnuia Bikunepa»

4.JTaGopaTtopHoe 3aHSITHE «O0meH 4

kmodamu 1o Juddu-Xemmany»»

5.JIaboparopnoe 3austue «Iudpp RSA» 4

6.JIaboparoproe 3anstue «lluknuaeckue 4

KOJBD)

CamocTtosTenbHast paboTa CTYJCHTOB 2

Odopmnenne oT4era o BHITIOTHEHHIO 2

1ab0paTopHBIX PaboT
Tema 1.4 Copepxanue yueOHOro Marepuasia 16 OK. 01 OK. 02.
OO01me cBeIeHNs 0 OK. 03. OK. 04.
6esonacaoctu ITIK | 1. IloHATHE Ge30MacHOCTH EPCOHAIBHOTO 10 OK. 09.
WHTEpHETA, KOMIIBIOTEDA. OK. 10
po6iIeMa HHTEpHET- 2.VIHTepHeT U BUJBI yTPO3 KOMIIBIOTEPHOM K. 1.1.
3aBHCHUMOCTHU 06€30MacHOCTH. [K. 1.2.

3. IIpo6sembl Oe3onmacHOCTH K. 1.3.

UHGOPMAIMOHHBIX CUCTEM. K. 1.4.

4.Metopl 00eCcTICUeHUs 3alTUThl JAHHBIX K 2.1.

B CYB/I. IK 2.2.

5.be3onacHOCTh NpH yAAIEHHOM JOCTYIIE K 2.3.

K pecypcaM KOMITbIOTepa.

I1K 2.6.




6.HoBble TeXHOIOTHUU 1 HOBBIE YTPO3BI
nH(pOpMaAITMOHHOM 0€30MMaCHOCTH.
7.0nacHas uHGOpPMAaLUs B CETH.
8.IIpobreMHbIE CalThI.

9.Pucku uHTEepHETA (KOHTEHTHBIE,
JNEKTPOHHbIE, KOMMYHHUKAIIUOHHBIE,
NOTPEOUTENBCKUE).

10.ITpoGaeMbl HHTEpHET 3aBUCUMOCTH.

B TOM uncne npakTu4ecKux u
J1a00PATOPHBIX 3aHATUH

1.JTaboparopHoe 3aHsTHE
«PaccnenoBanue, aHanu3 U pearupoBaHKe
Ha MHIUIEHTH KnOepOe30nacHoCTH B
CeTeBOH cpene»

IK 3.2.

CamocrosTensHas pa60Ta CTYACHTOB

Odopmiienne oTyeTa Mo BBHITTOJTHEHUIO
71a00paTOPHBIX 3aHITHI

Tema 1.5
Teopernueckue
OCHOBBI U
MPaKTUYECKHE
ACIICKTHI 3alIINThI
KHOepIpOCTPaHCTBA

Coneprkanne ydeOHOro MaTepuaa

1.3agauu 1 ypoBHH 00€CIICUCHHSI 3AIUTHI
KUOEpIpOCTPaHCTBA.

2.AcrieKkThl KHOepOe30IacHOCTH.
3.JloxTpuHa uHMGOPMAITMOHHON
6e3onacuoctu PO.

B ToM uncrie npakTU4YecKuX u
J1a00PATOPHBIX 3aHATHH

12

1.JIaGopaTopHoe 3anaTue «Bpinonnenue
OLIEHKU KOH(UTYpaluu 3JIEMEHTOB
nHGOPMALIMOHHON UH(PACTPYKTYPHI U
OIIpeZICIICHUE OTKIOHEHU JaHHOU
KOHUrypanus OT IPUEMIIEMOH,
ONPEACIICHHOM JIOKAJIbHOM MOJUTUKOMN
0€30MacHOCTH»

2.JIaboparopHoe 3ausitue «TectupoBanue,
BHEJPEHUE, Pa3BEPTHIBAHUE,
MO/JIEP’)KUBAaHUE U YIIpaBICHNE
anmnapaTHbIM U IPOrPaMMHBIM
o0ecrieueHreM B paMKax
MH(POPMALMOHHON HHPPACTPYKTYPHI
OpraHu3aIm»

CamocrosTenbHas paboTa CTy/I€HTOB

OK. 01 OK. 02.
OK. 03. OK. 04.
OK. 09.

OK. 10

IK. 1.1.

[IK. 1.2.

[1K. 1.3.

[IK. 1.4.

[IK 2.1.

[IK 2.2.

[1K 2.3.

[IK 2.6.

[1K 3.2.

IIpome:xyTouHasi arTecTanusa B (popMe IK3aMeHa

12

Bcero:

114




3. YcnoBus peanu3anuy JUCIUTLIUHBI

3.1. Jlna peanuzanuu nporpaMMbl y4eOHON TUCHUIUIMHBI TOJDKHBI OBIThH
IPEeIyCMOTPEHBI CIENYIOUUE CHeHalbHble MOMEIICHUS (B COOTBETCTBUU C
dI'OC u I[TOOII):

JlabopaTopusi ceTeit u cucTeM nepenayu HHGOpMaIuu
Crennanyu3upoBaHHast MeOelb:

Cron cTyAeHUeCKUM IByXMECTHBIN — 22 MIT.

CTtoJ1 cTyIeHYECKUI OJJHOMECTHBIN — 25 MIT.

Crtynbs cTyJieHUYeCKre —67 IIT.

Cron (yuurenbckuid) — 1 mr.

Cryn (yuurenbckuii) — 1 mr.

Jlocka menoBas — 1 miT.

TexHudeckue cpenacrsa 00y4eHUs:

KomneroTep crynenueckuii — 15 mr.

Komnsrorep npenogasaresns — 1 mr.

MynsTUMeua-npoeKkTop - 1 miT.

DKpaH € 3JIEKTPONPHUBOJIOM — | MIT.

Kononku miis BocniponsBenenust ayauo — 1 mr.

KoMmbroTeps! MOAKIIOYEHBI K JIOKATbHON BRIUUCIUTEIHLHOM CETH,
uH(pOpMaIIMOHHO-00pa3oBaTenbHON cpesie PUHYHUBEPCUTETA U CETU
HNnTepHer

JIunen3nonHoe MPOTrpaMMHOE obecrieueHue oO1ero u
po¢eCCHOHAILHOTO0 HA3HAYCHHS

3.2. UndpopmanrionHoe o0ecrieyeHne peain3aliuy IporpaMmMbl
OcHOBHBIE TIEUaTHBIC U DJIEKTPOHHBIC U3/IaHUS:

1.  KpaBuenko, B.b. OKcIlyaTalds  aBTOMATHU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEM B 3alUIIIEHHOM HCIOJHEHUH : ydeOHOe mocolue
JUTSL CTYJICHTOB YUPEXKICHUM CPEHETO MPO(PECCHOHATLHOTO 00pa30BaHUs 10
CHEUHUAIBHOCTH "ObGecnieueHue uH()OPMAITMOHHON 6e3omacHOCTH
aBTomaTusupoBanHbeix cuctem" / B.b. KpaBuenko .— MockBa : Axamemus,
2018 .— 301 c. + Tupax 1500 sx3. — (IIpodeccnonansnoe obpazoBanue)
2.1llanbrun, B. ®. MadopmaninonHas 6€301acHOCTh KOMITBIOTEPHBIX CUCTEM U
cereli : yueoHoe nocodue / B.®. lllanprua. — Mocksa : UHOPA-M, 2026. —
416 c. — (Cpennee npodeccuonanbHoe oOpazoBanue). - ISBN 978-5-16-
021164-0. - Tekcr : 3JICKTPOHHBIMN. - URL.:
https://znanium.ru/catalog/product/2207574

3.BacunweBa, 4. H. Kpunrorpapudeckue MeTOAbl 3alUThl HWH(GOPMALUU :

yueOHMK ¥ mpaktukyM jans By3oB/ W. H. BacunbeBa. — Mocksa :
M3patensctBo  IOpaiiT, 2026.— 310c.— (Boicmiee o0pa3zoBanue). —
ISBN 978-5-534-02883-6. — Tekct : anekTpoHHbIl // OOpa3oBaTenbHas

miargopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/583783



http://cat.library.fa.ru/zgate.exe?ACTION=follow&SESSION_ID=6336&TERM=%D0%9A%D1%80%D0%B0%D0%B2%D1%87%D0%B5%D0%BD%D0%BA%D0%BE,%20%D0%92.%D0%91.%5B1,1004,4,101%5D&LANG=rus
https://znanium.ru/catalog/product/2207574
https://urait.ru/bcode/583783

4. Buyxos, A. A. OcHOBBl MHGOPMAIIMOHHON O€30MaCHOCTH: 3alluTa
uHdopmaruu : ydeOHOe TocoOue [UIsi CpemaHero mpodeccHoHaTbHOTO
oOpazoBanusi /| A. A. BHykoB. — 3-¢ u3a., mepepad. u mon. — Mocksa :
N3paTenscTBO IOpaiir, 2026. — 161 c. — (ITpodeccronanpHoe
obpazoBanne). — ISBN 978-5-534-13948-8. — Tekcr : 2MeKTpOHHBIA //
OGpa3zoBarenbHas mnatdopma Opaiit [caiiT]. URL:
https://urait.ru/bcode/587458

5. WmeitnoB, B. S. HWudopmanmonHas O0€30MacHOCTh U 3alllUTa
uH(pOpMaIUK : TEOpUA U MPAKTHKA : yueOHoe nocodue : [16+]/ B. 5. UeliHos.
— Mocksa ; bepnun : JIupexr-Menua, 2020. — 271 c. : cxem., Tabn. — Pexum
JIOCTyMa: o HOAMUCKE. — URL:
https://biblioclub.ru/index.php?page=book&id=571485 (mata oOpalieHHs:
14.04.2026). — bubmuorp. B kH. — ISBN 978-5-4499-0496-6. — DOI
10.23681/571485. — TekcCT : 3MEKTPOHHBIA.

4, KOHTpOJII) " OIICHKA PE3yJIbTATOB OCBOCHUA JUCHUIIIINHBI

PesynpTaThl 00ydueHUs

Kpurepuu oueHku

MeTtoab! OIIEHKH

VYMmers:
-OIpeNeIsITh KUOepaTaku W HuX

MPU3HAKH, MIPOLIECCHI u
KOHTPMEphl ~ MHPOPMAIMOHHOM
0€30I1aCHOCTH;

-ipuoOpecTH HaBBIKH o
YIpaBJICHUIO  0E30MacHOCTbIO,
UCTIOJIb30BaHUIO CpelCTB
KOHTPOJIA, 3alIUThI )41
TEXHOJIOTHIi MUHHMHU3AIIU
MOCJIECTBUM;

-OTPEEISITh CTIOCOOBI 3aIUTHI
KOH(HICHIIMATIBHOCTH C
IIOMOIIBIO TEXHOJIOTHH,
MPOJIYKTOB U MPOLIEAYD.

3HaTh:
-3HAaThb OTJIMYUTCIIBHBIC YCPThI
MIPECTYITHUKOB B chepe

KrOepOe30macHOCTH M TeX, KTO
UM [IPOTUBOCTOUT;

-3aIIUTHl  BCEX KOMIIOHEHTOB
CETeBOM HH(DPACTPYKTYPHI.
3HaTh 00 STUYECKUX
TpeOOBaHUSAX H  3aKOHax B
obsacTu nH(POPMAIMOHHOMN
0€30I1acCHOCTH u METOIaxX
pa3paboTku MOJINTUK

0€30I1aCHOCTH;

«OTangHO» -
TEOPETHYECKOE
CoJiepKaHue Kypca
OCBOEHO IIOJIHOCTBIO, 0€3
npo6esoB, YMEHUs
c(hopMUPOBaHBHI, BCE
MPeyCMOTPCHHBIE
porpamMmmoit y4cOHbBIC
3a/laHus BBITIOJTHEHBI,

Ka4eCTBO HMX BBIITOJHEHHUS
OLIEHEHO BBICOKO.
«XOopo1o» -
TEOpeTUYEeCKOoe
coJepKaHue Kypca
OCBOEHO IIOJHOCTBHIO, 0€3
po0eoB, HEKOTOpbIS
yMeHus:  c(HOPMHUPOBAHBI
HEIOCTAaTOYHO, BCE
MPeyCMOTPECHHBIE
porpamMmoit y4eOHbBIC
3ajaHus BBITOJIHEHBI,
HEKOTOPBIC BHIIBI 3aIaHUH
BBITOJIHEHBI C OIIUOKAMH.

«Y IOBIIETBOPUTEIILHO» -

TEOPETHUYECKOE
cozepKaHue Kypca
OCBOGHO  YacTHUYHO, HO

TectupoBanue,
Onenka BBIIIOJIHEHUS
1a060paTOPHBIX u

MPaKTUYECKUX padoT,
OLICHKA pelnieHus
CUTYaIlMOHHBIX 33]1ad,
OK3aMeH



https://urait.ru/bcode/587458
https://biblioclub.ru/index.php?page=book&id=571485

-3HaTh O PYHKIHIX
CTICIIUAIICTOB IO
KkuOepOe30nacHOCTH 1
KapbepHBIX BO3MOKHOCTSIX.

poOeITbI HE HOCSIT
CYIIECTBEHHOTO
XapakTepa, HEOOXOJIMMbIE
YMEHUS paboThI c
OCBOEHHBIM MAaTEpPUAJIOM B
OCHOBHOM

c(OpMHPOBAHBI,
OOJILIIMHCTBO
MIPETyCMOTPEHHBIX
nporpaMmMoit  00ydeHus
Y4eOHBIX 3aJaHuN
BBITIOJTHEHO, HEKOTOPBIC U3
BBIITOJIHEHHBIX  3aJaHui

coJiepKaT OITNOKH.
«HeynoB1eTBOPUTEIBHO»
- TEOPETUUECKOE
colepkaHue Kypca He
OCBOEHO, HEOOXOJIUMBIE
yMEHUs HE
c(hOpMUPOBaHBI,
BHITIOTHEHHBIE ~ yueOHbIE
3a/IaHusl coziepKaT rpyobie
OIIMOKHU




